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Learning Objectives

Cisco Stealthwatch collects and analyzes network data to deliver comprehensive visibility and
protection for even the largest and most dynamic networks. Stealthwatch analyzes industry
standard NetFlow data from Cisco and other vendors Routers, Switches, Firewalls, and other
network devices to detect advanced and persistent security threats such as internally spreading
malware, data leakage, botnet command and control traffic and network reconnaissance.

As a key component to combat the stealthiest, sophisticated cyber-attacks by providing visibility into
the most complex network threats by analyzing traffic patterns in the interior (LAN and borders) of
the network. The Cisco Identity Services Engine (ISE) solution supplements Stealthwatch NetFlow
based behavioral threat detection data with contextual information such as user identity, user
authorization level, device-type, and posture. Together Stealthwatch and Cisco ISE present network
security analysts with a view integrating NetFlow data and contextual information enabling the
security analyst to detect and discern the potential severity of threats in a timely, efficient, and cost-
effective manner.

This lab is designed to familiarize you with the use of the Cisco Stealthwatch solution. You will be
interacting with a previously configured and deployed solution in a simulated enterprise
environment.

Stealthwatch components include:
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There are 15 different exercises in this lab.

Exercises 1 through 5 will familiarize users with the Stealthwatch product and the Web and Swing
client interfaces.

e The Web Client (WebUI), which can be viewed as a snapshot of the overall network security
posture/view that allows you to dig in deeper for context around events.

e Advanced Operational Console (Swing Client) Full customizable console Ul for product
installation and setup, advanced investigation, drill down, and data visualization.

Exercises 6 through 15 cover a wide range of uses cases and scenarios around the kinds of use cases
and usage of the Stealthwatch product. Users will be investigating alarms and events taking place on
the simulated network environment.

At the end of each exercise there will be questions relating to the activity. Please take a moment
and answer these questions to the best of your knowledge. The questions will be reviewed at the
end of the lab session.

This lab uses the GOLD Lab facilities to allow users to connect to and use a live deployment of
Stealthwatch. The GOLD Lab is available within the Cisco Corporate network.

In order to use Stealthwatch in the GOLD Lab users will use RDP (Remote Desktop Protocol) to
connect to a Windows PC in the GOLD Lab. From that Windows PC user will use both a web browser
(Internet Explorer or Firefox) and the Stealthwatch Java (Swing) client.

Note: The Stealthwatch Swing client is a Java application. This client doesn’t run in a web browser
and as such there is no ‘Java in a web browser’ security concern.
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Exercises

This guide includes the following exercises:

Exercise 1: The WebUI

Exercise 2: The Swing Client Ul

Exercise 3: Inspecting Host Group setup

Exercise 4: Performing a flow query

Exercise 5: Using documents

Exercise 6: Confirming the configuration of a policy
Exercise 7: Investigating an alarm

Exercise 8: Worm Propagation Investigation
Exercise 9: Insider Threat Detection

Exercise 10: Identifying a DDoS Attack

Exercise 11: Building an audit trail

Product Overview: Stealthwatch

In these exercises, you act as the administrator of an existing Stealthwatch Cyber Threat Defense

Solution deployment at ACME Corporation. The deployment has been pre-configured and is

operational the day you arrive on site. Take a moment to familiarize yourself with the topology

below before accessing the environment. Please ask your instructor any and all questions you may
have about the product without hesitation.

Lab Topology and Access

Each student has a dedicated, remotely accessible workstation from which the exercises will be

conducted.

Using your web browser enter the URL:

https://labops-out.cisco.com/labops/ilt

Cisco E-Learning

GOLDLabs

Student Login

Student Email yourname @cisco.com
Class Name ua— ,
(Provided by Instructor) sevt stiwtch.aprie]

CELoeIN )

This site is best viewed in 1024 X 768 resolution.

Al contents copyright © 1992-2016 Cisco Systems, Inc. An OpsXmL Solution

In the fields displayed enter your Cisco Email User ID for Student Email and the class name.
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https://labops-out.cisco.com/labops/ilt

Cisco E-Learning

oL vl
GOLDLabs Vi

Cisco.

‘Current User Time: 4/18/2016 3:51:18 AM (GMT-08:00) Pacific Time (US and Canada; San Jose

| Class: sevt_stiwtch_apri6
Location : ILT

B2 pROFILE ) ©raBout ) (o LOGOUT )

CLASS HELP

i © OVREFRESH

|

I

1| | Pod selection

; Select an available pod from the "Select a pod” column. Click the "Access” button to gain access to the selected equipment.
Pod Available Exercise(s) Student(s) Mapped Selecta Pod Status
SEC-STLWTCH-1 S[f;l\éléjl\-‘,&;c]h - Easter Egg Hunt [ Started At: 4/16/2016 Pick Erz:’f_":\nsgﬁ
SEC.STLWTCHAD gtf;\élévjl\?j‘c]h - Easter Egg Hunt [ Started A 4/16/2016 sick Er::;c\‘nzﬂ
SEC-STLWTCH-11 S[f;l\éléjl\-‘,&;c]h - Easter Egg Hunt [ Started At: 4/16/2016 Pick Erz:’f_":\nsgﬁ
SEC.STLWTCHAZ gtfsmém?ﬁn - Easter Egg Hunt [ Started At 4/16/2016 sick %ﬁ:;’f‘nzﬂ
SEC-STLWTCH-13 S[f;l\éléjl\-‘,&;c]h - Easter Egg Hunt [ Started At: 4/16/2016 Pick Erz:’f_":\nsgﬁ
SEC.STLWTCH A4 gtfsmém?ﬁn - Easter Egg Hunt [ Started At 4/16/2016 sick %ﬁ:;’f‘nzﬂ
SEC-STLWTCH-15 S[f;lgléx-‘,&j‘c]h - Easter Egg Hunt [ Started At: 4/16/2016 Pick Eri’?’f_":\nsgﬁ

All contents copyright @ 1982-2016 Cisco Systems, Inc. An OpsXML Solution

From the menu ‘Pick’ or select an available lab pod.

Cisco E-Learning

e BSR alia
GOLDLabs gl

CIsCo.

Current User Time: 4/18/2016 3:58:25 AM (GMT-08:00) Pacific Time (US and Canada); San Josa

Class: sevt_stiwtch_apr16 nome ) (Ceserone) (Sasour) (& Losour)
| Location : ILT

Exercise : Stealthwatch - Easter Egg Hunt

Downloads: Coursewarg

Configuration Files

Pod : SEC-STLWTCH-1 | Lab Partners : None.

TOPOLOGY OVERVIEW INSTRUCTIONS HELP

Note: Please lick on he highlighted (blue) devices to access them (_pop-out)

Download RDP Client

/‘ RDP into lab

studentxx {
: 172.30.1.1%¢ 7 Internet

Students
172.30.1.0/24

Student0l 172.30.1.101 - .
Student02 172.30.1.102 *
Studentxc 172.30.1.1yy

SWEE-CORE-1

y 10.10.0.1/16
| —r” - 1011.01/16

I 1012.15/24 ]
| Lab Pods 172.30.1.1/24 3
10.11.0.0/16 ( Lab Services.

All contents copyright © 1992-2016 Gisco Systems, Inc. An OpsXML Solution

Details of how to access this workstation, as well as the other systems that will be used in the course
of these exercises, are displayed on-screen at the end of the introductory presentation.

To connect to your workstation, perform the following tasks:

1. Using a Remote Desktop Protocol (RDP) client, connect to your assigned workstation using the IP
address and port number shown on the information screen.

2. Login using the credentials shown in the Student workstation box on the information screen.

3. You should now be connected to a Windows desktop system; from which you will perform the
rest of the exercises in this guide.

NOTE: It is important that you connect only to your assigned workstation, so that you will not
conflict with other students in the class when performing the exercises.
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Lab Topology
This is the topology used for this lab.

Training Environment — ACME Corporation - Student

Internet

. studentXX
172.30.1.1XX

Students

lab-asa-01
10.12.1.1

. New York
172.30.1.0/24 dns.acmecorp.com 10.50.0.0/16
NTP,DNS,FTP .50.0.0/16
10.10.30.20
Identity i
i fab-core-01
Services AL
| ﬁ Atlanta
., Unknown 10.10.0.0/16
,ib_ ' Lat? Pods Devices
% 10.11.0.0/16
acme-ise - —
10.10.0.30

San Francisco
10.60.0.0/16

gl o
podXX-fc-01

podXX-smc-01 . o T
10.11.%X.20 P podO1-fs-01
(Rt 10.11.XX.10

10.11.1.30

Accounts and Passwords

The table that follows lists the accounts and passwords used in this lab.

Access To Account (username/password)

Stealthwatch SMC analyst/3aster3gg
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Exercise 1: The WebUI

Exercise Description

Now that you are connected to the environment, the next step is to access the interface of the
Stealthwatch Management Console (SMC). Please note that while you will be logging in as an
administrator, the Stealthwatch systems are shared resources, used by other students and classes.

Exercise Objective
Understand the layout and tools available on the Stealthwatch WebUI dashboard.

Exercise Steps

Step 1 Using your web browser, connect via HTTPS to the Stealthwatch SMC shown on your
Student Information Sheet.

Step 2 If a Certificate Error page is displayed, click on “continue to this website.”

Step 3 Log in to your Stealthwatch Management Console using the credentials listed in the
beginning of this document.

Step 4  Upon logging on, you will be presented with the SMC’s WebUI Dashboard. Make note of
the following information provided front and center about your network environment:

Step 5 Along the top, Alarm Categories with the current number of active alarms.

Concern Index Target Index Recon C&C Exploitation DDoS Source
2 0 32 0 0 0
DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly
0 3 1 12 0

Clicking on a number will display details around the associated alarm type:
a. Concern Index — summarizes unusual behavior that could be malware
b. Data Hoarding — users/hosts observed moving large amounts of data
c. Exfiltration — users/hosts sending data outside of the network
d. Recon and Exploitation around a targeted attack

e. Command and Control (C&C) — botnet communication activity detected in the
network

f. DDoS Source - alerts for an internal host potentially involved in DDoS activity)
g. DDoS Target - alerts for internal hosts potentially being targeted by DDoS acvitiy

Policy Violation -alarms triggered off of policies and custom events defined by the
Stealthwatch system’s administrator

i. Anomaly - Other anomalous detected behavior.

Step 6  Alarms by Type: A bar graph depicting the past week’s alarm trends, broken down by day
and alarm types. You can click on any of the Alarm types in the various presented days’ bar
graph to see the correlating alarm details for that day. You can click the arrows in the
upper right corner of the box to expand the chart to fill the screen for easier reading.
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Today’s Alarms: This pie chart provides an overview of all alarms that have occurred in the
present day. You can click on any of the Alarm types in the chart to see the correlating
alarm details for the day. You can click the arrows in the upper right corner of the box to
expand the chart to fill the screen for easier reading.

Step 7

Today's Alarms

Data Hoarding: 6 3\

\
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Step 8
types seen across your network.
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Step 9  Flow Collection Trend: This chart shows the ebbs and flows of collected NetFlow activity
from the past 48 hours.

Flow Collection Trend

Flow Collecliron Trend

fenf-04

Step 10 Along the left side of the WebUI, there are a number of options available allowing you to
drill down into additional information about your enterprise. Clicking the [+] beside each
will cause a list to drop down, with options you can select.

a. Under Network:

i. Host —This view displays all observed hosts on your network, as well as the
alarms associated with them.

ii. User —This view displays all observed users on your network, as well as the
alarms associated with them.

b. Under Flows:

i. Flow Search — Brings up the Flow analysis screen, which allows you do
construct and execute queries into Stealthwatch’s collected NetFlow
database.

ii. Host Search — Brings up the Host Search screen which allows you to quickly
query for information on an observed host, providing data on when it was
first and last seen on the network, how much data transfer it was involved
in, and other information, such as the peers it communicated with most.
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C.

Saved Queries — A list of saved Flow searches that can be defined by
Stealthwatch users to quickly query commonly searched for parameters.

Saved Results — Once a query has been completed from the Flow Search
interface, it can be saved and will appear on this screen.

Under Tools (not all options may be available here if you are not on an admin
account):

Settings — Allows the Stealthwatch administrator to access a number of
integration options, as well as install system updates.

Network Classification — This currently locates hosts engaged in scanning
activity not in the Scanners Host Group, or without a scanners policy
applied.

Custom Events — Brings up the Custom Security Events screen, which allows
you to define custom alerts that will appear as alarms, based upon criteria.

Custom Applications — Allows a Stealthwatch administrator to configure
custom application definitions, based on observed attributes on the
network.

Job Management — A list of Saved and Ongoing flow queries executed on
the SMC.

Step 11 Feel free to investigate the features of the WebUI Dashboard. We will be covering many
facets of it in the coming exercises.

Step 12 When you are done, click Dashboard in the left to return to the main Dashboard page.

QUESTIONS:

1. What three ways can be used to quickly get information around host(s) engaged in data

hoarding activity?

2. What two ways can you access information about Hosts on your network?

Cisco [(Vf/
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Exercise 2: The Swing Client

Exercise Description

The Stealthwatch Management Console (SMC) provides a comprehensive, graphical view of the
entire security infrastructure of your organization. All of the information gathered from NetFlow, ISE
and NBAR-capable routers is combined into a single view.

Exercise Objective

Understand the layout and tools immediately available on the Stealthwatch Swing Client.

Exercise Steps

Step 1 From your workstation, launch the Stealthwatch Management Console Swing Client by
clicking the Launch SMC button on the WebUI.

« LaunchSMC ~ - Enter IP address or range Q

Step 2  Accept and continue through any security warnings.
Step 3 When prompted, login as analyst/3aster3gg.

Step 4  When you’ve successfully authenticated, you will be presented with the Stealthwatch
Swing Client.

B StealthWatch Management Console {admin - 10.11.3.10) _ D] x]
! File Edit WView Top Status Security Hosts Traffic Reports Flows Configuration Help

Search| |
% Enterprise |] Cyber Threats x
e
P T Filter

o StealthWatch Labs Inteligence Center

B e 8 D
= (& Host Groups
- Inside Hosts Targets of Attack - Today - 4 records summarized into ... n | 5 158
=, Outside Hosts HostGroups |  Host & | T% v Herts 3
[ iness P
~ @, Business Partner Networks End User 10.10.101.24 | [N Ping, TCP_Scan | <] | catchal 10.240.200.1  |11... [
i B "ﬁ. Countries Devices
)
[ 6’; Monitored Internet Hosts Atlanta, New Datacenter 209.182.184.1  |67% ]
B Trusted Internet Hosts
P &3-' 5 K Atlanta 10.200.0.72  |67% ]
u =2 Hogon Datacent: 209.182,164.6 | (NN Excess_Clients
i e FC d & Control 5 atacenter 3 ' o - A s
B 6, & Command & Control Servers Ping, Port_Scan, Atlanta 10,201,012 56% [ ]| Excess_Servers
-, Tor Rejects
S c:ltgc"k Devices Sales and 10201.3.115 | [N Ping,
[ E¥M Servers Marketing, End Ping_Oversized_Packe
B~ [ Maps User Devices, Ping_Scan, Port_Scar
B 3 FlowCollectors Atlanta Rejects, Spoof,
B fernf-03 TCP_Scan, Traces,
B ‘-;S_ Exporters UDP_Scan
& CORE_SW
55 10.240.200,1
- &8 wan0l Touched Ho. .. % | Touched Host % | High CI Country %
B g Flowsensors Atlarka, Mal | 10.201.0.23 =] 10.203.0.207 |
B u__gldentitySemces S:N'ers .201.0., £ .203.0. d
(g External Devices RFC 1918
Domain 10.201.0.16 2 10.201.3.115
Controllers, RFC 1918
= Atlanta
| £9.160.42.248 . Port_Scan,
United States Refects, Atlanta 10.201.15.25 2 10.201.3.115
Spoof, RFC 1918
TCP_Scan, -
TP Steakh Atlanta, Mai 10.201.0.23 ] 10.201.3.115
= " Servers RFC 1918
= 12.12:40.10 6. [ ]| Rejects,
United States UDP_Scan Domain 10.201.0.15 ] 10.201.3.78
s I— ~ Controllers,
| @ i © ) DHCP Servers. R LI
Last refreshed: Apr 19, 2016 1:52:29 PM I

Step5 The list of items in the left navigation pane of the Swing Client interface is often called the
Enterprise tree. This tree displays the structure of your monitored network.

a. Click the plus and minus signs in the Enterprise Tree to investigate the branches of
the acmecorp tree. The enterprise tree includes:
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i. Host Groups—contains logical groupings of IP Address blocks.

ii. Network Devices—contains exporters, firewalls, and other network devices
reporting to the system. If the exporter is a firewall or other flow-blocking
device, the appropriate icon is displayed.

iii. VM Servers—contains VM servers (that is, ESXi hosts) being monitored by
FlowSensor VEs. Each VM server folder contains the virtual machines (VMs)
that exist on it, grouped according to their Resource Pool.

iv. Maps—contains relational flow maps, a graphical view of the status of
multiple Host Groups, and any communications between them.

v. Flow Collectors—contains all the Stealthwatch FlowCollectors associated
with the domain.

vi. Identity Services—contains devices that identify user information, such as
Cisco ISE, associated with the domain. The Cisco ISE devices exist within a
cluster, represented by a folder.

vii. External Devices—contains all the external devices, such as Snort test
devices, that are associated with the domain.

NOTE: The color of the highest level of an item indicates the highest alarm level for any of the
branches under that item. For example, if any of the branches under the Inside Hosts branch
(located under Host Groups) are orange, the Inside Host level displays orange. This serves as a
visual indicator that the branch has an alarm within its hierarchy.

Severity Level Associated Color

Critical & Red
Major == Orange
Minor Yellow
Trivial & Blue
Informational = Light Blue
No Alarm Exists = Green

Severity Levels

Step 6  Under the domain branch of the Enterprise Tree are the Host Groups. A Host Group is
logical grouping of IP Address blocks. The Host Group structure is a hierarchical structure
divided into two primary buckets — Inside and Outside. Host Groups are central to traffic
and behavior monitoring. Behavior monitoring is performed for each host and Host Group,
and is compared against the baseline behavior for that group.

a. Click the plus sign on the Host Groups heading.

b. Click the plus signs in the Inside Hosts and Outside Hosts groups to view how these
hosts are organized.

c. By default, the Inside Hosts folder contains a folder named Catch All, which contains
the large IP ranges that correspond to the target network. You cannot rename,
move or delete the Catch All folder. The Catch All Host Group properties can be
edited to define which IP ranges to add to this folder.

NOTE: You can hover the cursor over various elements in the SMC client interface to display
summary information about the element.
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d. Expand the tree to view Host Groups > Inside Hosts > Business Units > Engineering.
. Right-click the Engineering group and select Configuration > Host Group Properties.
f. The Edit Host Group window opens and displays hosts with IP addresses within the
defined network ranges.
g. Click Close to return to the SMC interface.

Step 7  Tothe right of the Enterprise Tree is a tabbed interface that displays Dashboards and
Documents. The SMC displays tables and charts, with system data displayed as documents
in the center of the SMC GUI. The active document is the document you are currently
viewing.

a. Active documents refresh automatically, while Inactive documents do not.
b. Users should manage the number of documents that are open, as they do not time
out or close automatically.

Step 8 By default, when you login to the Swing Client the Cyber Threats Dashboard will be
displayed in the document window.

¥ Fiter @ Domain : acmecorp

'Rep k ion | 40 Recunnuissen\:e‘ 0 Dataloss

Suspicious Internal Hosts - Today - 32 records sum, ..

Malware | b Botnet ‘
Targets of Attack - Today - 4 records summarized into ...  Jer®l | & 1 Gh

Host Groups = 5| CI% ts s Host Groups % Host s TI% hi Alerts 3
End User 10.10.101.2¢ | (BB Ping, TCP_Scan |+ Catch Al 10.240.200.1 |11, (D
Devices,
Atlanta, New Datacenter 209.182.184.1 |67% [ |
o Atlanta 10.201.0.72 | 67% [:ﬂ
Datacenter 209.182.154.8 |. [HI| Excess_Clients,
Ping, Port_Scan, | Atlanta 10.201.0.12 S6% [ ]| Excess_Servers
Rejects
Sales and 10.201.3.115 | (DD Ping, |
Marketing, End Ping_Oversized_Packe
User Devices, Ping_Scan, Port_Scar|
Atlanta Rejects, Spoof, |
TCP_Scan, Traces, |
UDP_Scan !LI

Suspicious Outside Hosts - Today - 3 records sum. .. HI 5 %% 2

Possible Victims - Today - 269 records summarized into 210 re... & 15K &

| Country #|  Host %[ % vl Aets 4 ||TouchedHo... # | Touched Host $ | High CI Country & | High CIHost
B 19¢ 7 rt_Scan, Atlanta, Mail 10.201.0.23 = 10.203.0.207 ﬂ
United States ‘ Servers RFC 1918
Domain 10.201.0.16 2 10.201.3.115
Controllers, RFC 1918
&= . Atlanta
= £9.160.42.248 ... I Port_Scan,
United States Rejects, Atlanta 10.201.15.25 &) 10.201.3.115
Spoof, RFC 1918
TCP_Scan, -
TCP Stealth Atlanta, Mail 10.201.0.23 = 10.201.3.115
= Servers
= 12.12.40.10 6. 1| Rejects, Bl
|| United States UDP_Scan Domain 10,201,0.15 5] 10.201.3.78
Controllers, REC 1918
| DHCP Servers. |

Last refreshed: Apr 19, 2016 1:52:29 PM

Step 9 The Cyber Threats Dashboard is designed to track the following:
a. Reputation - High-level information about suspicious internal and external hosts.
b. Reconnaissance — probing of the network to uncover attack vectors that can be
leveraged for customized attacks.
c. Data Loss — the export of sensitive information back to an attacker, generally via
command-and-control communications.
d. Malware —the spread of malware across hosts on the internal network to gather
security reconnaissance information, steal data or create backdoors for infiltrating a
network.
e. Botnet — command and control communications between attackers and
compromised hosts within the network.
Step 10 The Domain Dashboard provides a high-level view of potential threat activity on your
network.
a. Highlight the acmecorp domain in the Enterprise tree.
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b. From the menu options, select File > Open, and select the Domain Dashboard from
the Shared Documents listing. Make sure that List All Public is checked.
c. Click Open to display the Domain Dashboard. The Network Map tab displays.

i 8 Shared Documents B
| Name  ~2[Document T... % [ Last Modffied 1 [Public Docu... 2 [ Owner &
DDOS Dashboard Mar 30, 2016 v admin |~
| 5:04:26 PM
| Insider Threats Mar 30, 2016 v admin
5:03:58 PM
| Corporate Corporate Mar 30, 2016 v admin
Network Network 3:57:59 PM
Qwerview Overview
Cyber Threats Cyber Threats Mar 30, 2016 v admin
3:57:59 PM
Daily Report Daily Report Mar 30, 2016 LY 4 admin
(Today) (Today) 3:57:59 PM
Daily Report Daily Report Mar 30, 2016 v admin
(Yesterday) {Yesterday) 3:57:59 PM
DDoS Alarm DDoS Alarm Mar 30, 2016 v admin
Dashboard Dashboard 3i57:59 PM
DDaS Traffic DDoS Traffic Mar 30, 2016 v admin
Dashboard Dashboard 3:57:50PM

|
| o Joma admin
|

Internet Traffic | Internet Traffic | Mar 30, 2016 v admin
Overview Owverview 3:57:59PM
Security and Security and Mar 30, 2016 L 4 admin
Traffic Overview | Traffic Overview 3:57:59 PM = |
[ List All Public
e | .

d. Select the Summary tab.

NOTE: The High Concern Inside Hosts table on the Summary tab is set to filter the results to
show only high concern hosts. If the table is empty, no high concern hosts exist in the network
at this time. Uncheck the filter to see hosts that are not exhibiting high concern behaviors.

i. The panels here provide an overview of Hosts exhibiting the most signs of
concern and alarms, possibly requiring investigation. Traffic patterns for the
last 24 hours are presented visually to reference for any anomalous activity.

e. Select the Alarms tab.

i. All current active alarms, as well as alarm trends for the last week, are
presented here.

f. Select the Flow Violations tab.

i. All currently defined Host Locking rules are displayed and detailed here, as
well as the number of times the rule has been violated today.

g. Select the Rogue Hosts tab.
i. This tab shows all observed internal hosts not currently assigned to a Host

group.
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[4) cyber Thieats x | /) Domain Dashboard x

¥ Fiter @& Domai

Internet World Map [right-click relationship or group fordetailed report options]

South America

e .
134.25k bps &

" Australia
v
Recon(16) 12 bps Other
f‘\ High Total Traffic(2) 4
STEALTH e 126695
q WATC H Corporate Network

Last refreshed: Apr 21, 2016 7:44:51 AM - Next refresh in 4:27

Step 11 You will very likely have accumulated a large number of open tabs in your SMC display. As a
quick way to clean up, press ctrl + shift + W to close all open tabs at once. Then select
Status > Dashboards > Cyber Threats Dashboard to return to the original state at the

beginning of the exercise.

QUESTIONS:
1. Where can you find a library of preconfigured dashboards for visualizing your collected netflow

data?
2. What does a light blue alarm color mean?
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Exercise 3: Inspecting Host Group setup

Exercise Description

Host Groups are an important part of the way Stealthwatch organizes information and classifies
traffic and behavior patterns. The deployment has been pre-configured with Host Groups to reflect
the IP Address space of ACME Corporation, including both built-in Host Groups as well as customer-
defined Host Groups for this deployment.

Exercise Objective

The goal of this exercise is the get an overview on the existing Host Group configuration and to know
how to classify host and groups. Classifying hosts and Host Groups allows easier and enhanced
monitoring and policy assignment.

Exercise Steps
Step 1 This exercise takes place in the Swing Client. Make sure you have it in the foreground.
Step 2  Review built-in Host Groups

a. From the Enterprise tree Expand the plus sign next to the acmecorp domain

b. Expand the plus sign next to Host Groups, as a result the two default Host Groups
displays, Inside, Outside

c. Right click on Inside Hosts and Select Hosts > Active Hosts. As result the Active hosts
document displays listing all active hosts classified as inside.

[4) Cyber Treats x| 7] Domain Dashboard x

¥ Fiter @ Domain : acmecorp

w0 Network Map | 0 Summary | 4 Alarms | || Fl

5 Enterprise
2- G MC
0 Stealthwatch Labs Inteligence Center
B 'ty acmecorp
=} #5 Host Groups

PR

- o OEEE
& Host Group Dashboard
(= &, Outsil
9, B Top » ok
= +\C Status » q
m- @, .
L q:; T Security »
@ L6  Hosts P[0 active tags |
- 4 g Traffi »
©. arhic Host Information L
u
B (5 Network HeporE D Host Notes
1 WM S Flows »
e " erve Identity and Device Table ™
- [ Maps Configuration »
= b FlowColle] e = & Host Group Trends
[ G fenf- Expand All Ctri+Shift+E .1
B G E Collapse Al CtrH-Shift+C .
:-; Refresh Tree
& wandl | South Ameri

d. Click the Host Group column header to sort by Host Group classification. Notice that
a lot of IPs belong to the Catch All Host Group.

i. Catch All Host Group is configured by default to include all private IP ranges
(RFC 1918) as its members

ii. It's recommended that you include all the public IP ranges that are assigned
to the enterprise under the catch all group
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Summary - 424 records summarized into 424 records 158

First Active hal| Host Groups aL Host 0 Operating System 3
Apr 21, 2016 5:19:09 AM Catch Al 10.8.58,27 L]
(2 hours 33 minutes 515 ag0)
Apr 21, 2016 5:19:09 AM Catch Al 192.168.159.175
(2 hours 33 minutes S1s ago)
Apr 21, 2016 5:19:09 AM Catch Al 192.168.159.177 = |
(2 hours 33 minutes 515 ago)
Apr 21, 2016 5:19:09 AM Catch Al 10.8.59.23
(2 hours 33 minutes 515 ago)
Apr 21, 2016 5:19:09 AM Catch Al 192.168.158.153
(2 hours 33 ninutes 515 500)
Apr 20, 2016 4:42:02 PM Catch Al 182.1668.155.178
(15 hours 10 minutes 585 ago)
Apr 20, 2016 4:42:02 PM Catch All 10.8.248.73
(15 hours 10 minutes 585 ago)
Apr 20, 2016 4:42:02 PM Catch all 192.168.215.195
(15 hours 10 minutes 585 3g0)
Apr 20, 2016 4:42:02 PM Catch Al 10.8.58.21
(15 haurs 10 minutes 585 ago)
Apr 20, 2016 4:42:02 PM Catch Al 10.8.58.22
(15 hours 10 minutes 585 ago)
Apr 20, 2016 4:42:02 PM Catch al 10.8.58.28
(15 hours 10 minutes 585 3ga)
Apr 20, 2016 4:42:02 PM Catch Al 10.8.48.179
(15 hours 10 minutes 585 ago)
Apr 20, 2016 4:42:02 PM Catch Al 10.8.48.180
(15 hours 10 mirutes 585 3a0) =
Details 1<

Step 3 Review Catch All Host Group

a.

C.

Right-click on the Catch All Host Group and select Configuration> Host Group
Properties

The edit Host Group dialog will display, notice the configured private IP ranges under
Ranges

Click Close to exit

Step 4  Using the Search field:

=] E3

Searl:h:l ;l

4 B

Type the IP address of SMC in your lab in the search field that is top right corner of
the Swing Client GUI then click Enter

The search result window will appear with the SMC IP in the list

Right-click on the entry for your SMC IP Address in the results window and select
Configuration > Manage Host Groups. Note the Host Group that your SMC belongs
to.

Close the Host Groups window and repeat the process for the IP address of your
student desktop system. Is it in the same group(s) as the SMC?

Step 5 Using Host Group Membership Report

Cisco [(Vf:/

Right click on the acmecorp domain select Reports > Host Group Membership
Report.
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b.

QUESTIONS:

The Host Group Membership Report Opens

The report view can be customized

4 Enterprise [4) Cober Thieats x| /) Active Hosts X
»
B G 5MC ® Time : Today
@ Stealthwatch Labs Inteligence Center
SRR
- @[ il  Cyber Threats Dashboard
| 8 DDoS Alarm Dashboard
- - First Active vi Host Groups s
MOt et pr 21, 2016 9:49:51 AM Engineering, Atlanta, Boston
Top » | (2 minutes 20s ago)
Status p pr21, 2016 9:49:25 AM Engineering, Atlanta, Boston
(2 minutes 46s ago)
] Security »
br 21, 2016 9:49:13 AM Sales and Marketing, End User
= ¥ | (2 minutes 585 ag0) Devices, Atlanta
Traffic ¥ br 21, 2016 9:49:03 AM Engineering, Atlanta, Boston
Reports P || 48 Daily Report (Today)
Flows * | a8 Daily Report (Yesterday) lanta, Chicago
& Configuration »
9 & Alarm Report By Type |anta, Chicago
- @ Expand All Chrh+Shift +£ & Alarm Report By Host Group |
] -
i l:,J Collapse All Ctrl+Shift+C o Alarm Report By FlowCollector ;s,smianta, Mew York,
Refresh Tree _ STvers
=3 & Domain Port Usage Report 5, Atlanta, Boston
=) j‘ f'CPF:)I;urters & Domain Packet Size Report
& ErrrEre—
& CORE_SW A Host Policy Report R B
B 10.240.200.1 7 TR
= woni 2| ] Host Group Membership Report [\} h Atlanta, Boston
(#1- (2 FlowSensors Host Locking Report
[+ g Identity Services Apr 21, 2016 9:48:44 AM Datacenter
e y
(¢ External Devices (3 minutes 275 ago)

i. Right click on any column Header. This will allow you to check and uncheck
report options to display or hide columns (Note: this is valid for all reports in

Stealthwatch)

Click on the Column header to sort ascending or descending the results in the fields>
(Note: this is valid for all reports in Stealthwatch)

Examine the results. How many inside and outside Host Groups are defined.

Right-click the By Function Host Group under Inside Hosts and select Expand All.
Notice that not all of the Host Groups shown in the enterprise tree also appear in
the Host Group Membership Report tab.

When you are done with the exercise, clean up by closing the Host Group
Membership Report tab, then right-click By Function in the enterprise tree and
select Collapse All to reduce visual clutter.

1. What does the Catch All Host Group contain by default?
2. Canyou produce host membership reports for Host Groups defined deeper inside the Enterprise

tree?

Cisco [(Vf:/
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Exercise 4: Performing Flow Queries

Exercise Description
For this exercise, we want to demonstrate how to search for specific devices on the network. Let’s
look at a simple exercise that will allow us to use the flow data to determine this information.

Exercise Objective
Learn how to craft flow queries in both the Swing Client and WebUI.

Exercise Steps

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Cisco [(Vf/

Let’s first get acquainted with the basics of the Flow Table and how to access this
document. This part of the exercise takes place in the Swing Client. Make sure you have it
in the foreground.

NOTE: It is important to remember that while it is certainly possible to access large amounts of
flow data at a time, this is usually not an efficient starting point; best practice is to start with
higher level data, and then focus in on only the relevant flows.

Click on acmecorp in the enterprise tree.

In the Find field on the bottom of the enterprise tree pane, type End and press Enter.

NOTE: The Search field in the upper right corner searches through actual flow data; the Find
field searches for named objects in the enterprise tree.

Your search should return the Inside Hosts > By Function > Client IP Ranges (DHCP Range)
> End User Devices Host Group.

Right-click the End User Devices Host Group and select Flows > Flow Table. How many
records are returned?

=|| ') Cyber Threats x
¥ Fiter @ Doma

15 Enterprise
=l G SMC
@ Steakhwatch Labs Inteligence Center
= ¥ acmecorp
= @l Host Groups
=) ‘4 Inside Hosts

Flow Table

IEEEEEE E K

B & By Location Flows
P Compliance Syster
= @, Outside Hosts
B, Business Partner N and Al rh-Shift+E
- @, Countries — e Shift
= @, Monitored Internet
R, Trusted Internet H
@, .L. Bogon =
g, ¥, Command & Control Servers Uniked States

»
:_Pg"‘_‘““m_t HostGroups & |  Host & | % ~vi|  Mets 2|
T o End User 1010.101.2¢ | [ & TCPScn |-
54 By Function Devices,
%P BC Authentication Atlanka, New
= *th Chent IP Ranges (DHCP Rang vork
W
54 TP,
% Guest wre] W Host Gowp Dashboard [ ] '_Scan
AP Remote VP Top »
b7 i " 1
“ Eaz Trusted Wi g s b o i
(- ¥ Infrastructure Seaurky ’
. o
- Ep Other Hosts »
. 5¢ | DEEEEE|  TCP_Scan
2 B g:?r:c . Traffic »
® ;-;VNP Reports » LI
»
»

Configuration Network and Server Performance r
Flow Traffic

Peer ¥s, Peer

Refresh Tres Peer ¥s, Port:

69.160.4 Time Vs, Peer
Time Vs, Port
Host/Host Group Peer

Host/Host Group Port

£, Tor
% (! Network Dsvices
(. ¥M Servers

+- f Maps = g 12.12.4
| | Ll_l United States
B Fnd: [End 2 06

Close all of the Flow Table Documents in your SMC to clean up after this part of the
exercise.

The second part of this exercise takes place in the SMC WebUI. Minimize the Swing Client
so the web browser with the Dashboard visible is in front.

Select Flows > Flow Search on left navigation panel.
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>
STEALTH |
( WATEH

— Flows

P Flow Search

Step 9  Select Advanced search tab

@ Flow Query @ Standard m

Time Range

Last 5 Minutes v

IP Address or Range

Port / Protocol »

Peer Host Group

ot Select

Run Query

Step 10 Set the following filters:
a. Range: 5 minutes

b. Search Subject:

i. For Host, select Inside Hosts > By Function > Client IP Ranges (DHCP Range)
> End User Devices.

ii. Leave the rest of the settings alone, but make note of the options available
to you for fine tuning a query.

Step 11 Click Review Query at the bottom of the screen.

Step 12 Review your query settings, and click Run when ready.

Cisco[l'l/f:/ 19|Page



@ Query Builder @

Standard Advanced

Click the Save button to save this query in order to run it later. Click the Run button to execute this guery now.

Time: Last 5 Minutes
[ Search Subject & peer

Host: Host:
includes: Inside Hosts > By Function > Client IP Ranges (DHCP Range) > End

User:
User Devices

User: Devices:

< Port/Protocol:
Devices:

Port/Protocol: TrustSec ID:
TrustSec ID: TrustSec Name:
TrustSec Name:

Orientation either

[Z Connection Details

Total Bytes: Total Packets:

Application Payload:

Step 13 How many records are returned?

NOTE: The results returned here may vary from what was seen in the Swing Client, due to time
of execution.

Step 14 Note the options available in the Actions panel when the query has completed:

a. Save Results — Saves the current results of the executed queries for later review.
Saved results can be accessed from Flows > Saved Results in the left navigation
panel.

b. Save Query — Saves the current query parameters for use later. Saved queries can be
accessed from Flows > Saved Queries in the left navigation panel.

c. Clone Query — Starts a new flow query with the parameters of the current one
copied into the options.

d. Export as .CSV — Exports the current results into a .csv formatted file that can be
downloaded to your local machine for external usage and analysis.

= acmecorp | Flows (3009)

i Actions

e Lluery

o
=]

o

ol S

€1 Clone Query
&

Export as .CSY

Step 15 In the top right corner of the Flow Query results panel, note the grid icon. Click it to switch
to Tabular view.

B Flow

=|%

Step 16 In the Actions panel, note that you have a new option available: Manage Columns. Click it.
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Step 17 Make note of the various other columns of information you can add to your Flow query

results, giving you additional context around the activity.

a. To add additional columns of information, mark the check box beside the data
attribute. You can add and remove to tailor the displayed results to your needs.

b. For now, click Cancel.

Flow Table Columns

= acmecorp
i Actions Duration
[v] End
[v] stant
[w#] select Al

Search Subject

— Byte Rate
&2 Current Filters
Bytes

Mo Filters Selected Host

Host Groups
’7‘ IP Address
T Filter Results By Location
Mac Address
. Mac Vendor
Search Subjec
NAT
Haost Groups M Orientatior
Packet Rate

de 31 04
Inside Hosts (104 S

Step 18 Make note of the options available to you along the left side of the Flow Query Results

table to refine your results.

Step 19 Click the Dashboard link on left navigation panel to return to the WebUI’s dashboard

screen. You are done with this exercise.

QUESTIONS:

1. How many different device host IPs are associated with the user Ethel?

2. What are any three additional columns of information available to you in the WebUI’s Flow

query results?

Cisco [(Vf/
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Exercise 5: Using Documents

Exercise Description
Stealthwatch can display flows and statistical information in numerous ways. Documents are opened
and displayed on the right panel whenever a query or a report is requested such as Flow queries and
Top reports. In addition to the documents that are opened when the Swing Client launches, the SMC
has a large number of other documents and dashboards predefined. This exercise examines a few of
them that may be of interest to many customers.

Exercise Objective
Understand documents and their use for troubleshooting and investigation.

Exercise Steps

Step 1
Step 2

Step 3

File Edit “iew Top | Status | Security Hosts Traffic Reports  Flows Configuration  Help
D-a[shboards 4 | &l Security Overview
& Alaftn Summary & Cyber Threats Dashboard
4 Enterprise Alarm Table & DDos Alarm Dashboard
EMC
[ SMC Host Group Alarm Counts & DDos Traffic Dashboard
“ (@ Stealthwatch )
B- ¥ Host @roup Index Counts B Host Group Dashboard
= @ Host Groups | 4 Flow Collection Trend @ Traffic Dashboard
= 5'-}- Inside Hol .
51._9 CatcH sFlow Collection Status & Alarm Dashboard
4 Busin MetFlow Collection Status 4 Data Loss Dashboard
B By Fu
%p By Lo Interface Status a0 Interface Summary Dashboard
i P Compl DSCP Status i Interface Traffic Dashboard
= +& Quside H WM Server Status .
%Busin o B SMC Dashboard
&, Coun S & FlowCollector Dashboard
|, Trz';'tt Mitigation Actions — 10301025 |
) ] MNew
% £, Bogo External Events L
&, Command & Control Servers
42' © End User 10,40.10,254 [
- Sy oo Tor Devices, New
. el Makbuerl Nawvicae d

what is selected in the enterprise tree on the left. For example:

a.

Cisco [(Vf/

This exercise takes place in the Swing Client. Make sure you have it in the foreground.

To display the dashboard options available to you on your SMC, click Status from
the top menu bar, and then Dashboards to see a list of available dashboards.

Notice that the list of available dashboards and documents changes, depending on

Select, and then right-click acmecorp in the enterprise tree, then Status >

Dashboards.
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d Cyber Threats X

3 Enterprise
SMC

= G SMC ¥ Fiter @& Domain : acmecorp
i 0 StealthWwatch Labs Inteligence Center Q
o
= % Host| w8 Cyber Threats Dashboard
bl
=P g & DDosS Alarm Dashboard
t - i
& | w DDoS Traffic Dashboard 10'-125’:101 o ped | T S - ms;ﬂj";:
& Top 4 S - 41 Device:
Status 4 Dashboards " & Security Overview
2@ d et Y Aarm Sh\&marv & Alarm Dashboard
h Hosts 4
w4 = Alarm Table & DataLoss Dashboard
Traffic 13
£ : Reports , Host Group Alarm Counts & Traffic Dashboard
@ Host Group Index Counts ‘Atlant.
o Flows >
[+ ‘P, Configuration y |-l Flow Collection Trend o
. | sFlow Collection Status N
(= Nety Expand Al Ctrl+Shift+E LI
RECE - - o — MetFlow Collection Status I
H ollapse rl+ + =y T &
G # Map: Refresh T Interface Status ' % I1Eh 5 | Possbe
2 @ Flow) e “i|  dlerts % ||| Touched H
DSCP Status L | R

(=)~ 3 fenf-03

— I Port_Scan
= & - UM Server Status —2can,
2 G Exporters United State e Rejects,
<& CORE_SW VM Status Spoof,
£ 10.240,200.1 TCP_Scan, I
<& wanDl Mitigation Actions TCP_Stealth Domal
i FlowSensors e . By
e = External Events - Port_Scan, DHCP Sen
(- ([ Identity Services United Stak Rejects, Atlant
I[# External Devices ‘ | Sooof.

b. Select, and then right-click SMC in the enterprise tree, then Status > Dashboards.

C. Which items are available in both cases? Which in only one?

Step 4  Click Status > Dashboards > Traffic Dashboard in the menu bar to see a display of current
traffic initiated by inside and outside hosts. Select Help > Help to access context- sensitive
help for this dashboard. After reading about the dashboard contents, switch back to the
Stealthwatch Management Console window.

Step 5 Documents and dashboards can also be displayed directly from various levels of the
enterprise tree hierarchy. For example, right-click the acmecorp domain and select Top >
Applications > Outbound. Notice the filter conditions displayed in the dark blue banner bar
at the top of the document. Which Host Group is selected? What is the time range of the
displayed information? Which applications are shown at the top?

Step 6  Click the Filter icon in the banner bar. Select Date/Time and change the values from their
current 0 days, 0 hours, 5 minutes to 1 day, 0 hours, 0 minutes, and click OK. Did the top
applications change?

@ Cyber Threats X | @ Traffic Dashboard @ Top Applications X

‘f Filter Q Domain | acmecorp ® Direction ; Outbound

6' Client or Server Host Group @ Inside Hosts ® Time i Last 5 minutes

Step 7 Right-click the top application in the list and select Flows > Flow Table. This shows the
actual flows that make up the traffic shown in the top applications document.

Step 8  Pick an interesting-looking IP address (server or client) from the list, right-click that field,
and select Security > Security Events. This displays Concern Index (Cl) events associated
with that one IP address. Notice in the banner bar that the filter now is set to select only
the IP address you have chosen.
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[#) cyber Threats x | [#) Traffic Da

¥ Filter L]
& Clentors
| Table | | shork List |

Flow Table - 10,000 records

Client User Name =

Client Host
10

Client Host Groups

Atlanta, M

Server Host

Step 9

209,182.184.8 Quick ¥iew This Row sb-in-f125,1e100.net
: 74.125,130.125
[{d Addto Short List ( )
10.10.101.46 ) Hew York 95.211.88.49
&l Remove From Short List
10.10.101.46 | & Replace Short List Hew York 95.211.88.51
Host Peer Chart
10,10.101.46 TR Hew York 208.83.20.164
209.182.184.8 for Host 10.201.0.23: wq-in-F125,1e100.net
Host Snapshot (74.125.140.,125)
10.10.101.46 Hew York 109,235.55.11
Top »
10.10.101.46 Status ¥ lew vork 95.211.88.54
Security 4 Touched Hosts N
10.10.101.46 Hosts 4 Touched Hosts - High CI Hosts
10,10.101.46 Tralhc > | SecurtyEvents i
Reports » g
10.10.101.46 Flows ¥ lew York 108.226.246.171
Configuration »
10.10.101.46 External Lookup » flew York 94.242,209.40

allows.

Feel free to explore other documents, hosts, and other information elements as time

The DDOS Alarm and DDOS Traffic Dashboards highlight that relevant activity in

your environment.

You can also explore additional documents, similarly to how you accessed the

Domain Dashboard in the previous exercise, by clicking File > Open on the top

menu, selecting a Shared Document, and clicking Open.

Step 10 At the conclusion of the exercise, you will very likely have accumulated a large number of

open tabs in your SMC display. As a quick way to clean up, press ctrl + shift + W to close all

open tabs at once. Then select Status > Dashboards > Cyber Threats Dashboard to return

to the original state at the beginning of the exercise.

QUESTIONS:

1. What dashboards are immediately available via right-click for acmecorp?

Cisco [(Vf:/
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Exercise 6: Confirming the parameters of a rule/policy

Exercise Description

By default, in normal Stealthwatch operation new IPs are assigned to the “Catch All” Host Group.
The administrator will then assign these IPs to the appropriate Host Group. Hosts detected on the
network are assigned a host policy based on the group they are assigned to. If the host does not
have a specific policy assigned to it or to the Host Group it belongs to, the host will inherit the
default inside or outside policy.

Host locking allows the establishment of rules for the data flows between hosts and/or Host Groups.
Host locking helps in auditing security policies and in improving compliance.

Exercise Objective
Understand Host Policy and verify compliance using Host Locking.

Exercise Steps
Step 1 This exercise takes place in the Swing Client. Make sure you have it in the foreground.
Step 2 View the effective host policy of a host:

a. Inthe upper right corner search field type the IP 10.201.0.15.

b. The search dialog box appears with the IP 10.201.0.15 under the Hosts list.

c. Right click on the IP and choose Configuration > Effective policy

Search: | IENTHNGE
i 1 Search Results for 10.201.0.15 [ X]
|
acmecorp
N H
B Hosts:
L
| M
Host Snapshat
Top »
Status »
Security »
Hosts >
Traffic »
Reports > [ Excess_Servers
Fovs ’ i S—
|| Configuration M| [2)  Host Policy...
External Lookup » d Effective Policy...
Manage Host Groups ... L\
A
= A Append Host Nots. narizedinto 26reco... & IGY §
Help Close:
CICountry # | HighCIHost %

d. The effective Policy window will display.
e. Note the Alarm Categories section and the Security Events section

f. What are the Alarms categories and Security events that are affecting this host?
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[
| 9 Effective Policy for Host 10.201.0.15 (Read Only)

Alarm Categories
Type ~1| Ppolicy % |Enabled 2| Alam 2 Settings Mitigation s
| AIWaYS trigger alarm when oreater than: JUM L1 poinks in 24 hours .ﬂ
.| righ DDoS Source Index | Inside Tolerance: 75 Mane:
' ¥ ~ Never trigger alarm when less than: 300k High DDaS source index points in 24 hours
i Always trigger alarm when greater than: 30M DDoS Source in 24 hours
High DDoS Target Index Inside Tolerance: 75 Nore
72 =2 Never trigger alarm when less than: 300k High DDaS target index points in 24 hours
Always trigger alarm when greater than: 30M High DDoS target index in 24 hours
High Target Index Inside Tolerance: 75 Mane:
V W Never brigger alarm when less than: 300k TI points in 24 hours
Always trigger slarm when greater than: 30M TI paints in 24 hours
Policy Violation Inside Tolerance: T5 Mone
172 V Never trigger alarm when less than: 300k PY points in 24 hours
Always trigger alarm when greater than: 30M PY points in 24 hours
Recon Inside Tolerance: 75 Mone:
WV W Never brigger alarm when less than: 300k Recon points in 24 hours
Always trigger alarm when greater than: 30M Recon points in 24 hours -
Security Events
Type 1| poicy % [Enabled = [ Alam % Settings Mitigation =
Addr_Scanjtep Inside I~ I [nosettings No settings ﬂ
Addr_Scan/udp DHCP Ser ... | r r
Bad_Flag_ACK 1 Inside | I~ r No settings Mo settings
Bad_Flag_al Inside ¥ r No settings Na settings
Bad_Flag_NoFig J Inside I r No settings No settings
Bad_Flag_Rsrvd Inside 12 r No settings No settings
Bad_Flag_RST 1 Inside | I~ r No settings Mo settings
Bad_Flag_SYN_FIN Inside 3 r No settings Na settings
Bad_Flag_URG ‘ Inside ~ r No settings No settings
Beaconing Host Inside I = No settings Mone
T | T3 1=l

Step 3
Step 4

a.

Close the Effective Policy window.

View the built in Host Policies:

Flows

Properties Chrl+1

Delete, .. Delete

5

Host Policy Manager...

10,

10.

10,

[,
Services, ., i
Alarm Configuration. ..
Host Locking Configuration. ..
05 Mame Configuration. ..

Exporter SMMP Configuration. ..

DSCP Configuration. ..

Event Parsers Configuration. ..

Mitigation Configuration. ..
FlowCollector Management Channel. ..
FlowSensor Management Channel. ..
Add Domain. ..

Edit Host Groups. .. Chrl+E

= Ter

T~ T = Tin f7 ™

From the top menu choose Configuration > Host Policy Manager.

Configuration | Help

b. The Host Policy Manager displays. Note the Role Policies section.

C.

d. How many default policies exist?

Cisco [(Vf:/

How many Host Groups have Role Policies assigned to them?
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I
il ™ Host Policy Manager for Domain “acmecorp” (Read Only) E

Cisco [(Vf/

Host Policies
1P Address: |
Host Polcy Report e B |
Role Policies
Name et Description ¥ Assigned to Host Groups ¥ Assigned to Ranges ¥ ]
Antivirus & SMS Servers Suppress Scanning Activity SMS Servers (=]
Antivirus Servers
Backup Servers Suppress High Traffic Alarms Backup Servers
Client IP Policy Policy for end user systems End User Devices
Remote ¥PN IP Pool
Trusted Wireless
DDOS Target Watcher Monitor Host for DDOS activity 10.10.30.15
directed towards
Default Server Policy Default server policy Servers
DHCP Server Policy for DHCP servers | DHCP Servers
i Firewalls, Proxies, & NAT Devices | Firewall, Proxy, and NAT device 'NAT Gateway i
policy settings
Guest Wireless Suppress Certain Alarms Guest Wireless Netwarks
Mail Server Policy Mail servers palicy Mail Servers =]
-
A I e E |
Default Policies
Name a1 Description s |
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit,
o

e. Double-click one of the default polices, the Edit default Policy displays, note the
Alarms Categories and Security events that are manageable by this policy.

f. How many Alarm Categories are disabled?

Step 5 View Host Locking Report:
a. From the top menu select Reports > Host Locking Report.
Traffic | Reports | Flows  Configuration  Help
@t Daily Report (Today)
@ Daily Report (Yesterday)
& Alarm Report By Type
a8 Alarm Report By Host Group
& Alarm Report By FlowCollector 1
C
& Domain Port Usage Report
@t Domain Packet Size Report
Host N
Er Host Palicy Report
:3 Hast Group Membership Report
Atla
| Host Locking Report
En Disk Usage
Devices oy T T
b. The Host locking report displays showing all of the host locking rules on the system
and indicates which of those rules have been violated and how many times
c. Double click on the Violation count.
d. The Alarm table will be display filtered to show only the alarms for that particular
rule violation
e. What are the different sources of violations? What are the targeted destinations?
Step 6  Close the open windows to return to the main Swing Client. You are done with this

exercise.
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QUESTIONS:
1. What are the Data Exfiltration alarm settings for host 10.201.3.84?
2. How many times have the host locking rules been violated?
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Exercise 7: Investigating an Alarm

Exercise Description

Stealthwatch leverages a number of behavior and policy based algorithms to alarm it’s users about

observed behavior on the network. A very common alarm for Stealthwatch users to investigate are

hosts with High CI (Concern Index) values. We will now perform this task and attempt to determine

if it is normal behavior and also if it can be corrected.

Exercise Objective

In this exercise, your goal is to learn how to investigate an alarm in Stealthwatch, as well as export

the relevant data for submission to IT.

Exercise Steps

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

This part of the exercise takes place in the Swing Client. Make sure you have it in the
foreground.

If necessary, reopen the Cyber Threats Dashboard from the Status > Dashboards menu and
view the Reputation tab in the dashboard.

In the upper left quadrant, observe the Suspicious Internal Hosts list of inside hosts with a
high Cl value.

NOTE: If space is too tight to allow full display of the CI% column, you can see the values by
hovering the mouse pointer over each bar.

For a better view of these high Cl hosts, use the green Go To Document control to open a
new Concern Index document tab.

5 g
Alerts T D e

Internal Hosts - Today - 24 records surmmar. ..

In the resulting table, pay close attention to the top host in the list. Right-click the row for
that host and select Status > Alarm Table to see the alarms associated with the high Cl
host. What is the cause of the high Cl value in this case?

Right-click a row in the Alarm Table and select Quick View This Row to see more details.
What additional information about the activity is available? How long did the flow last?
What other host was involved?

Switch back to the Concern Index document and pick one of the rows related to scanning
(e.g., TCP_Scan) events. Right-click the row and select Security > Security Events.

Which port(s) and network ranges are being scanned? Switch to the Summary of Target
Hosts tab. Does it appear that the hosts being scanned are targeted, or evenly distributed?

Switch back to the Table tab in the Security Events document and examine the Security
Events column information. Is any port being targeted that is of particularly high security
interest?

Right-click one of the rows and select Quick View This Row. Notice the hit count. Is this a
stealthy scan? Close the Quick View window after examining the data.
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Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

Step 19

Step 20
Step 21

Step 22

Step 23

Step 24

Step 25

Step 26

Step 27

Step 28

Right-click a host IP in one of the rows and select Host Snapshot to see details of the host
that is performing the scan.

Select the Exporter Interfaces tab of the Host Snapshot document. Which NetFlow
source(s) do you see?

Switch to the Identity, DHCP & Host Notes tab. Examine the information that is provided
by the Cisco ISE integration. What can you tell about the user and device?

Switch to the Security tab. Has this scanning host “touched” another host? (Note: If
nothing shows up for today, try changing the Filter expression to include yesterday.) Recall
that “touched” means that the scanning host has made a connection to the touched host
and exchanged data.

In the Touch Information section of the Security tab, right-click the ! Yes field in either the
Has Touched Another or Has Been Touched column, and select either Touched Hosts or
Hosts Touched By, depending what is available. How many other hosts has this scanning
host touched?

To print the host snapshot to a file and forward to your IT Security department to
investigate and remediate this machine. In the main menu bar, select File > Print to File,
name the file malware-host.pdf and save the host snapshot to your Desktop folder.

As a last step in this exercise, return to the Cyber Threats dashboard, right-click the tab,
and select Close Others to clean up the interface a bit. Switch to the Reconnaissance tab of
the Cyber Threats dashboard and examine the Top Scans from Outside panel in the lower
right corner. Are we reporting external scans? If so, from where? What do they appear to
be looking for?

After you have completed your investigations, close any remaining open documents except
for the Cyber Threats dashboard.

The second part of this exercise takes place in the SMC WebUI. Minimize the Swing Client
so the web browser with the Dashboard visible is in front.

We will investigate a high Cl alarm, using the information available in the WebUI.
Along the top row of active alarms is Concern Index:
a. Ifthereis a number present in the alarm’s box, click it.

b. Ifthereisa “0” inthe alarm’s box (e.g.- no current active alarms), enlarge the
Today’s Alarms panel and click on either the pie slice or text for High Concern Index.

A page with an alarm table will open, displaying all source hosts currently engaging in what
appears to be suspicious activity.

In the Details column there is a brief summary of the amount of observed activity, versus
the threshold required to trigger the alarm. Click on this text for any host.

The Security Event Details page will load, displaying the relevant information for the
security events that triggered the alarm, including source IP, target IP, the concern index
score for the event and the type of event.

Review the security events around the alarm. What sort of behavior is the host engaged in?
Does any of the activity appear to be targeting specific ports of interest?

Click the host’s IP address in the Source Host field. This will open the Host Report for the
host.

Look at the Alarms by Type (last 7 days) panel. Has this host been involved in any other
suspicious behavior over the course of the past week?

Click on the bar for an alarm represented in the Alarms by Type (last 7 days) to get
additional details around the activity.
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Step 29 Click the Dashboard link on left navigation panel to return to the WebUI’s dashboard
screen. You are done with this exercise.

QUESTIONS:
1. Instep 17, we asked “Are we reporting external scans? If so, from where?” What was the top
external scanner host’s IP?
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Exercise 8: Worm Propagation Investigation

Exercise Description

There is a Worm Tracker document in the Swing Client that can help you determine and visualize
systems that are exhibiting Worm-like activity. We are going to examine this now.

Exercise Objective

In this exercise, your goal is to inspect Stealthwatch’s visualization of a worm propagating across
your network for information regarding the spread.

Exercise Steps

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7
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Return to the Swing Client Stealthwatch Management Console (SMC) interface.

If necessary, reopen the Cyber Threats Dashboard from the Status > Dashboards menu
and view the Malware tab in the dashboard.

/] Cyber Threats X
Y Filter

& Domain : acmecorp

| Reputation | 4 Reconnaissance | 4 DataLoss ||

£ s ‘,‘ GL i 3
Host Groups % Host $| caw +t Alerts 2 = o
End User 10,10.101.24 [— TCP_Scan |4 I
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End User 10.20.10.254 (] TCP_Scan Jie
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York \
End User 10.40.10.254 [— TCP_Scan \
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Frdllker | 1N.5N.10.554 = TCP Sran b /
Worm Propagation Trend - Last 14 Days 5 | e 4 /
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Last refreshed: Apr 21, 2016 9:31:57 AM

Hover over some of the items in the Worm Propagation Trend graph. Is there an
observable trend over time? Where does the majority of the activity appear to be located?

Notice the graphical representation of malware spread in the Worm Tracker display on the
right side of the window. The items shown may be too small to easily identify; click on the
Turn On Magnifier icon and move your mouse pointer across the graph. Click the icon
again to turn off the magnifier.

Move your mouse pointer over a purple rectangle, representing a primary source of
infection in the network. Notice the pop-up display with more information about the host’s
activity.

Right-click on the purple rectangle, and select Host Snapshot. View the information in the
Identity, DHCP & Host Notes tab, and consider how this would be useful for incident
response.

Examine the Security Events tab. What kind of scans and other behavior do you see from
this host?
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Step 8 Examine Touch Information in the Security tab.
a. Has the host been touched?

b. Has it touched others? Bring up the Host Snapshot for one of the green rectangles in
the original screen (secondary infections) and compare the Touch Information.

Step 9  Right-click the Yes in the Has Touched Another column and select Hosts Touched By.

NOTE: If the Has Touched Another column does not show “Yes”, click on the View Earlier Data
button in the filter for the tab.

% Host Nala—s‘ Exporter 4 » B

Step 10 Are all of the hosts listed in Touched Hosts also present as green rectangles in the original
worm tracker display? Why?

Step 11 Close any open tabs except the Cyber Threats dashboard to clean up at the end of this

exercise.

QUESTIONS:
1. Whatis the IP address of the last host in the malware spread chain?
2. How many subnets did it scan?
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Exercise 9: Insider Threat Detection

Exercise Description
When activity on the network deviates from established norms, and when hosts on the network

behave in ways that they normally wouldn’t or shouldn’t this can be a sign of attack. In addition to

attacks designed to disrupt activities across a network, more and more often attacks are being

executed in order to gain access to information stored on the target network with the intent to steal

it. This could be credit card information, personnel records, social security numbers, classified

documents, etc.

Exercise Objective
Explore Stealthwatch’s ability to identify insider threats in the network.

Exercise Steps

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

The first part of this exercise takes place in the SMC WebUI. Minimize the Swing Client so
the web browser with the WebUI Dashboard visible is in front.

The alarm categories showcased along the top of the Dashboard prominently include two
concerned with insider threat detection: Data Hoarding (user stealing data) and
Exfiltration (user sending data out).

From the Dashboard, you can drill into either of these alarms independently by clicking on
the number beneath to see what alarms are currently active. The WebUI can also be used

to provide insight into all of the host activity observed across the network and which hosts
are triggering alarms in multiple categories.

Data Hoarding Exfiltration Poli

3 1

Click Network > Host on the left navigation panel.

The host list screen will appear. The list has columns displaying the IP address and host
name. In addition, there are columns corresponding to the alarm categories displayed on
the Dashboard.

NOTE: You may need to scroll the table to the horizontally to view all the columns.

Mouse-over the column headers to display the alarm names and descriptions.

= acmecorp | Hosts (1895)

< Host Address < Host Name = B = = B 5 : =
First Last d T R A EP DS DT
Sent Sent

3BN6 4106

5)
728) 1 A6 4116
ox (470) B0 407

v 4 3G 41416
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
Step 13

Step 14

Step 15

Step 16

Cisco [(Vf/

By default, the list is sorted by alarm category severity, so the hosts with the worst alarms
are at the top of the list. The order is based on the aggregate (combination) of alarm
categories for each host.

To change the sort order, click an arrow in any column heading.

NOTE: To restore the default sort, click Sorted by overall severity at the top of the table.

Along the left side of the page are options to filter this list, allowing you to focus your
attention on more specific hosts.

For this exercise, we want to concentrate on Data Hoarding and Exfiltration activity.
Highlight these hosts by either:

a. On the Filter Results By panel, under Alarms:
i. Click Select Multiple.

ii. Check the boxes for Data Hoarding and Exfiltration.

Select Multiple Attributes
£2 Current Filters I
Mo Filters Selected
i Alarms
Clear All 4
Recon Anomaly (10} p
(786) ¢ Data Hoarding ©)
Y Filter Results By: Concern Index Paolicy Violation (3\ 0
728) # Exfiltration 2)
Target Index DDoS Target 2)
Alarms 470} DDoS Source 1)
Command & Control  (44)
Recon (786) Exploitation (13)
Concern Index (728| N
Target Index (470) Apply D
Command & Contrd
Esxploitation (13) Py -
Anomaly (1 )]
Data Hoarding (9)
Policy Violation (3)
Exfiltration (2) 10.201.3.16 3730116 4116 1"
DDaS Target (2) 1050 4:39
DDoS Source (1) P AM
Select Multiple
Hnst Grauns v 10.201.3.149 3730116 41116 76
iii. Click Apply.

Note the hosts triggering these alarms. Notice how the host classified as a terminal sever
has a lot of Data Hoarding/Exfiltration events. This probably indicates suspicious behavior.

Click on the host 10.201.0.23.
The Host Report page for 10.201.0.23 opens.

The Host Report summarizes an extensive array of data around a host’s observed activities
on your network. Providing information about other alarm categories the host has been
involved in, Host Summary, User Logged in, Traffic Flow to other groups both inside and
outside.

Feel free to explore any of the other hosts triggering alarms back on the host list screen.

When you are done, click the Dashboard link on left navigation panel to return to the
WebUlI’s dashboard screen.
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Step 17 The second part of this exercise takes place in the Swing Client. Return to your
Stealthwatch Management Console (SMC) interface.

Step 18 If necessary, reopen the Cyber Threats Dashboard from the Status > Dashboards menu
and view the Data Loss tab in the dashboard.

Step 19 Choose a current or recent instance of suspected data loss in the Top Data Loss Hosts or
Data Loss Trend by Group displays.

Step 20 Right-click the event and select Alarm Table. What is triggering the alarms? Is there a
consistent theme in the source of the events?

Step 21 Right-click on some of the alarms and select Flows > Associated Flow Table. What
destinations are seen for the suspected data leakage?

Step 22 Right-click on the destination of the data export and select Host Snapshot for the
destination. What additional information do you find under the Identification, Alarms,
Security, and Security Events tabs?

Step 23 Close any open tabs except the Cyber Threats dashboard to clean up at the end of this
exercise.

QUESTIONS:
1. Often, user activity can result in Stealthwatch creating multiple alarms for the same event.
What other alarms might Stealthwatch generate for data hoarding and exfiltration alarms?
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Exercise 10: Identifying a DDoS Attack

Exercise Description

Stealthwatch aggregates observed network activity and performs behavioral and policy driven
analytics against what it sees in order to surface problematic activities. While we don’t position our
self as a DDOS solution, we’re going to leverage our analytical capabilities to identify a DDoS attack
against an internal host using the WebUI.

Exercise Objective
To see how Stealthwatch can identify a DDoS attack, using the WebUI.

Exercise Steps

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

This exercise takes place in the SMC WebUI. Minimize the Swing Client so the web browser
with the WebUI Dashboard visible is in front.

Two of the alarm types displayed on the Dashboard concern DDoS activities:
a. DDoS Target: Hosts in your network that are on the receiving end of a DDoS attack.
b. DDoS Source: Hosts in your network engaged in DDoS like activity.

We will look into DDoS target hosts in our network. Click on the number below the alarm to
navigate into the Alarm Dashboard.

NOTE: If the number is O for DDoS Target, navigate to the Network > Host list and sort the DT (DDoS
Target) column to find a host hit as a DDoS target over the course of the day.

Click on the % number in the DT column for that host to bring up the Alarm Dashboard.

Within the DDoS Target Alarm Dashboard make note of the following:

a. Application Traffic pane: This shows the last two hours of network activity for the
host(s) involved in the DDoS attack. If the attack is active, large increases in traffic
would be visible here. Note, you can click and drag on the chart to zoom into areas
for a closer look at the activity.

b. Summary of Targets: If the alarm is active, a list of all hosts affected by the DDoS
attack would be displayed here as a pie chart, indicating the comparative severity of
the attack on each.

c. Alarms: Displays the time the attack started against the host(s), and what part(s) of
the network the target belongs to.

In the Alarms panel, click the Details cell text for for more information about the activity
against the target.

Within the Security Event Details, make note of the types of security events triggering
along with timestamps of the behavioral change.

Click the Target Host’s IP to navigate to the Host Report.
Within the Host Report for make note of:
Alarm categories that have triggered for this host (DDoS Target)

a.
b. Host Summary to learn about the host.

o

Traffic by Peer to visualize the heavy traffic coming in.

d. Alarms by Type to review current and past security events that have triggered
against this host.

e. Application traffic, to see current and trends of traffic for this host.
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Step 9 Click the Dashboard link on left navigation panel to return to the WebUI’s dashboard
screen. You are done with this exercise.

QUESTIONS:
1. What kind of DDOS traffic is the host being attacked with?
2. What country is the DDOS attack traffic coming from?
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Exercise 11: Building an audit trail

Exercise Description

Using the WebUI Dashboard, you can look into alarms such as Data Hoarding (user collecting data,
potentially from several sources) and Data Exfiltration (user sending data out to one or multiple
sources on the Internet). This could be indicative of several possible scenarios:

e Disgruntled employee
e Person about to leave the company
e Person abusing privileged credentials
e Person stealing and selling trade secrets
e Compromised user credentials
Once a potential insider threat has been identified, you can build an audit trail around their

activities.

Exercise Objective

In this exercise, your goal is to build an audit trail around a suspect host’s activity.

Lab Exercise Steps

Step 1  This exercise takes place in the SMC WebUI. Minimize the Swing Client so the web browser
with the Dashboard visible is in front.

Step 2  Since we previously looked at host 10.201.0.23 as a suspect host, we will examine it in
more detail.

Step 3 In this example, enter the 10.201.0.23 address into the search field on the top of the
Dashboard.

o LaunchSMC ~ - Q Help =

Step 4  Inthe Hosts Address column on the Hosts list, click the suspect host’s IP address.

£E Cument Filters B Hosts
No Filters Selected Sorted by overall severity @
Claar Al + Host s s : : | |z : $ |2 % |2oOH |2 C ] Location
Address Host First Last cl Tl RC C&C EP DS DT EX PV AN
Name Sent Sent
T Filter Results By: 10.201.0.23 terminal- = 2/4/18 25518 5% 1% 7% 1% L6 834,611%(130,633 E=S
server. 5:03 9:39 RFC
PM AM 1818
Alarms v

Step5 Here we see all the summary data provided within the Host report. Along the top of this
screen are the alarms related to the host you are investigating. This functions similarly to
the alarm list on the front page of the Dashboard, except it displays the details of each
occurrence of the alarm for the current host.

Cisco[l'l/f/ 39 |Page



@ StealthWatchDemo | Host Report for 10.201.0.23

Concern Index  Target Index Recon C&C Exploitation DDoS Source DDoS Target Data Hoarding  Exfiltration Policy Violation  Anomaly
Host Summary e Traffic by Peer Host Group (last 12 hours) e Alarms by Type (last 7 days) e
D 10 é01 023 © Atlanta Alarms by Type
© Desktops el
View Flows Classify History 5
© Database Servers Puerto Rico® s
p o 38 38
Status: Active i United States® 5 4 3735 P 35
© Domain Controller/C 3 3
United Kingdom@ [v]
Hostname: terminal-server 10.201.0.23 = 23
© DHCP Servers Canada@® g
Host Groups: Terminal Server, Datacenter o w20
Electric Mail
Location: RFC 1918 © iSCSI Storage

Eggsngt
Denmark@ I I I I I |
Last Seen: 3/21/16 12:11 PM O File Server .

United Arab Emirates® 0

Policies: Firewalls, Proxies, & NAT Devices, ©Seattle Qatar® 03/15 03/16 03/17 03/18 03/19 03/20 03/21
Inside, Insider Threat Policy - )
10.201.0.23 OOthers (Inside) Switzerland®

Worm Propagation
Il Suspect Data Hoarding
MAC Address: 5¢:26:0a:1f:12:77 (Dell Inc.) Suspect Data Loss
Slow Connection Flood [l Data Exfiltration
I Data Hoarding
Fake Application Detected

NOTE: If you follow any links that take you away from the host you are investigating, you can
return to the Host report by searching for it again in the field on top of the screen.

« LaunchSMC ~ =~ ‘ Enter IP address or range Q Helpw || =

Step 6 The Host Summary window provides host name, location, when it was last seen, the
policies that are applied, and the Host Group.

Host Summary «
D Host IP
View Flows Classify History

Status: Active

Hostname: terminal-server

Host Groups: Terminal Server, Datacenter

Location: RFC 1918

Last Seen: 312116 12:11 PM

Policies: Firewalls, Proxies, & NAT Devices,
Inside, Insider Threat Policy -
10.201.0.23

MAC Address: 5c:26:0a:1f:12:77 (Dell Inc.)

Step 7 We also see Traffic by Peer Host Group. This will indicate where this host has been
retrieving and sending traffic. In this window we can tell by the thickness of the lines which
Host Group peers have had the most data transferred with the host.

Step 8 Clicking on a listed Peer Host Group will take you to the Flow Query screen and allow you
to review all communication that has occurred between the host and peers within the
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Step 9

Step 10

Step 11
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group for the last 12 hours. This amount of time searched and other variables can be
modified as needed. Feel free to explore the activity the host has been engaged in.

Traffic by Peer Host Group (last 12 hours) «

@ Atlanta

© Desktops

© Database Servers Puerto Rico @

United States@
@ Domain Controlier/C . .
United Kingdom@

10.201.0.23

O DHCP Servers Canada@®
Electric Mail@

O iSCSI Storage
Denmark®
© File Server United Arab Emirates@
©Seattle Qatar®
©0Cthers (Inside) Switzerland @

Alarms by Type displays all of the alarms associated to the host that have occurred over
the past week.

Alarms by Type (last 7 days) «

Alarms by Type

60

Event Count

20
S gEEERN
TRERR
|

03/15 03/16 03/17 03/18 03/19 03/20 03/21

a

Worm Propagation
M suspect Data Hoarding
Suspect Data Loss
Slow Connection Flood
I Data Hoarding
Fake Application Detected

Il Data Exfiltration

In the Users and Sessions panel you can see what user has logged in while this alarm was
triggered, through information provided via integration with ISE or Active Directory.

Users & Sessions "

MAC Address: MAC Vendor: Device Type:

5c:26:0a:1f:12:77 Dell Inc Unknown
User Start End
lucy 3/21/16 11:34 AM 3/21/16 12:04 PM
lucy 3/21/16 10:51 AM 3/21/16 11:34 AM
lucy 3/21/16 10:09 AM 3/21/16 10:39 AM
lucy 3/21/16 9:26 AM 3/21/16 10:08 AM
lucy 3/21/16 8:46 AM 3/21/16 9:13 AM
lucy 3/21/16 8:01 AM 3/21/16 8:31 AM
lucy 3/21/16 7:23 AM 3/21/16 8:01 AM

The Application Traffic panel shows:

a. Initially, application traffic to other Internal hosts is displayed. The highest amounts
of traffic attributed to the host, in addition to the identified application responsible.
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Application Traffic

Application Total

Undefined...  41.56GB

saL 35.78GB

NFS 26.92GB

remote de...  10.69GB

% Ratio Received T-day Trend 24-hour Trend

31.00

26.00

20.00

8.00

b. Click External on the Application Traffic Window for a summary of the highest
amounts of traffic attributed to the host going outside of your network, in addition
to the identified application responsible.

Application Traffic

Application Total

P2P file 12.64GB

HTTPS 1018.92MB

HTTPS (u... 66591MB

corporate ... 222.85MB

External n

% Ratio Received 7-day Trend 24-hour Trend

87.00

7.00

1.00

w
dodbge
VW

c. The Application Traffic panel covers 7 day and 24 hour trends. You can mouse over
the mini-charts in each column for additional information. In addition, you can click
in the box for a given application’s 7 day or 24-hour trend to perform a flow query
on the observed traffic for the selected period.

Step 12 Make note of the large amount of internal data transfer, and the large amount of data
being externally. Also make note of the other application traffic being leveraged by the
host, as well as the type and amount of each.

Step 13 Back in the Host Summary panel, click View Flows to get more information and quickly
answer further questions about the host’s recent activity. By default, the query searches
for all activity in the last 5 minutes.

Cisco [l Vf/
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Host Summary s

Host IP

—— 0201.0.23

View Flows for the last 5 minutes

View Flows Classify History

Status: Active

Hostname: terminal-server

Host Groups: Terminal Server, Datacenter

Location: RFC 1918

Last Seen: 3/21M16 3:46 PM

Policies: Firewalls, Proxies, & NAT Devices,
Inside, Insider Threat Policy -
10.201.0.23

MAC Address: 5e:26:0a:11:12:77 (Dell inc.)

Step 14 To ensure some activity is displayed, you will want to run the query with a longer span of
time in the Range field. Change that setting to 8 hours.

a. Click Review Query to verify your settings.
b. Click Run to execute the query.

Step 15 The Flow Query Results panel shows all the communication this host has been engaged in,
both internal and external. Review the types and amount of activity observed.

Step 16 When you are done, click the IP address of the host you are investigating in the Search
Subject column to return to the Host Report.

Step 17 By using the Web Ul, we have been able to gather all the necessary information to help
determine the appropriate actions to take for the event.

QUESTIONS:
1. What method and to what country was this host most likely exfiltrating their stolen data?
2. What Host Group did one of their primary targets belong to?
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Additional Resources
You can find other useful information related to the topics covered in this lab at the following URLSs :

e www.cisco.com/go/stealthwatch
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